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Figure 1 (Color online) Overall framework of the TrustieEvo approach.
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#* 1 TrustieEvo A AN AMLEMENE AR,
Table 1 Metrics of evaluating the necessity of application of the TrustieEvo.

Metrics Necessity: high Necessity: medium Necessity: low

1  Human in business path At the core step of the critical On the critical path, but not Not on the critical path
path in the core step

2 Physical devices in path Physical device behavior is Physical device behavior is Not involving physical
unpredictable and in the core unpredictable, on the critical devices or not on the critical
step of the critical path path but not in the core step path, or its behavior is

strictly predictable

3  Requirements change frequency  Constantly changing and Constantly changing, but Unchanged, or only minor
difficult to predict more predictable expected changes

4 Software upgrade frequency Days or weeks Months Years

5  Time to fix bugs/vulnerabilities  Hours Days Months

6  Deployment environment Diverse and difficult to Diverse and easy to predict Homogeneous
predict

7  Deployment scale Large-scale in a wide area Large-scale in a few sites Small-scale

8  Deployment time Hours Days Weeks
9  Expected failure recovery time Minutes Hours Weeks
10  Tolerable upgrade rollback rate ~ <15% 15% ~30% >30%

Ry ZEPED FE TR AR, XL EAR 2 B PR R, SURMIVESS 1 & — > R G2 I b EARE IR AR R A LE L 2 4R
ST, BATATISE e, WH 8 2 T EfabRoy < B 5 BLL_ B4R FR oy <, R R TrustieEvo
JHERIEY)RE K.

5 TrustieEvo FiE#ZOHE]

55 4.2 /NFZE T TrustieEvo J7 i AHESE, X —HEZL BV SI it 0 [z A dn I A SR RFEET B, 207 0l
[FI R RRCAS PO T AF AR TF R S IAT IR R G PR RE 55 3 ANJ5 R Lo RERILA. A< 15 Ta1 SR 3AT TR A2 T VA AR
SRIEHTT YD BT FORER, BLBORAR SCR Al 25 AR,
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Figure 2 (Color online) Continuous requirements management throughout lifecycle.
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Figure 3 (Color online) System resilience enhancement based on development and runtime cooperation.
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Figure 4 (Color online) Prototype of TrustieEvo software platform.
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Figure 5 (Color online) Software metabolism rate was improved by TrustieEvo. (a) Requirement implementation cycle; (b) task
development time; (c) test pipeline running time; (d) bug fix time; (e) automated test coverage.
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Figure 6 (Color online) Improvements of test efficiency by hybrid regression test case selection. (a) Test pipeline running time in
scenario 1; (b) test pipeline running time in scenario 2.
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MG A AT RREE AT SE PRI 7% B SCHR (52) M SRS vp RG24, 110 T 78 s A ) PR 85 T B FH e84
FS /SR AE AT IR K B (1 ), 2 H T T e B A PR 8 R BE 47 S DevSecOps HIEEIL.

A TAE A SRR [1] FTéh B 22500 22 88 K P 3 0 7 1 1 12 DU R AT 4% S B AU )V SRR AL, 45
T IR AT R G AT R 2 AT A I — Bl ] AT AT St 77 2. TrustieEvo 715 R %5 25 & B 8 R R G IR 55 0
BEAEMOR A5 EWHEA 2 E RS RIRS AT A2 S50 2L (B LR 3.2 /M), al i BRHEZRFT @ b R 1 &
GIT R SBATHT, BEANRIZATT JFRANGL BN G P BURE R 5) KRGk gm i3] —ike, 2
KB AP EAE A, FRAEIX — R A B B R OB R R G 2 S G S R A, R TR SR AT A
FREERAE . WM FRSR AT I B8, T 8TT R 54T FLAR (130 1 3 5 R0 ] {35 AR IERE 71, 1% 2 35 DevSecOps
AT AR X 1.

2) https://www.iso.org/standard /64686.html.
3) https://en.wikipedia.org/wiki/DO-178C.
4) https://webstore.iec.ch/en/publication/22781.
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9 %

RN R A E IR ARG ARG R RGN RGHINEST, &S HE . TR RS A TR TT
FARMEAT S FAL I AL, AR FRATAE SE B P AR AN IS 40 <A O RGE0 BINEL. A SCERT
X —Hhlik, $RH T IFREBAT R IR GO AT R G T TrustieEvo, FIR 1 H 44 A I R SR RF L 2
Z 77 R A PR AT F A TP R 547 2 RE VRIS 3 N7 RIS, 45t T A &
JRB R TE, FHE AT B AR AT T b it X — TR B SRR fe stk ARG R il
BAR | FREERSUE IR, TAVE AT VERESE N AR SR SO SC B, N — i) R B AR TT A dE
TN (1) NLEREATRORIE TR R FREE L AR WS RGP MG SRR i N (2) 456 HAh R
TRBHAM RS (W 4 M NEATERARXRGN ‘= -4 - I RE . SRR RRE) PR, 8%
TrustieEvo 7715 & F & R

BOs R#SKECMARTELL 5 FRAMAXTHENE A, IEAAEEETRES, URHLA
R—The AR T 2 BF 7 ERCELT, ME AN XL RBUHEFHRTE T XK E K. ®OKET
B, IR, KEFLZUIRERXE T TH T, Flb—HRH#.
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Abstract Software is becoming part of the human societal infrastructure. This kind of software system is characterized
by both “complexity” and “criticality”. Throughout their whole lifecycle, both user requirements and running environments
undergo frequent changes. Traditional software engineering approaches struggle to provide effective support for such systems,
making this a pressing challenge in current practice. To meet this challenge, it is necessary to introduce the “building, using,
and upgrading simultaneously” approach, allowing the system’s evolution to keep pace with its external changes. However,
complex mission-critical software systems operate in highly regulated environments, characterized by reliable quality of service
assurance, high integration of information, physical, and social aspects, numerous stakeholders, which results in their unique
software evolution laws and makes it difficult to simply copy practices from other fields, such as Internet software. Based on
the analysis of the characteristics of complex mission-critical software systems, we propose an evolution method for this kind
of software system, TrustieEvo, which is closely integrated with development and runtime activities and driven by multiple
stakeholders. Its core enabling mechanisms are presented in three aspects: continuous requirement management, trusted
version iteration, and system resilience enhancement, and the corresponding software platform design is also presented.
TrustieEvo has been successfully applied to the continuous evolution of a real complex mission-critical software system for
nearly five years, reducing the requirement implementation cycle from “years” to “weeks” from the proposal of new user
requirements to the formation of new software capabilities, and has withstood high-intensity validation in practice.

Keywords complex mission-critical software systems, highly-regulated environment, software evolution, software
metabolism rate, software resilience



